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TEPMHWHBI U OITPEJAEJIEHUSA

Be3onacHOCTh MePCOHANBHBIX JAAHHBIX — COCTOSHUE 3alIUIIEHHOCTH IEPCOHAIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIOCOOHOCTBIO TMOJIb30BATENCH, TEXHUYECKHX CPEACTB M WH(GOPMAIMOHHBIX
TEXHOJIOTUH 00ecneunTh KOHOUACHIUAIBLHOCTh, LEJIOCTHOCTh W JIOCTYITHOCTh IEPCOHAIBHBIX
JaHHBIX MpH UX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX JIaHHBIX.
JocTyn B onepanMoOHHYI0 cpely KoMnbioTepa (MH(GOPMALHOHHOW CHCTEMBbI MEPCOHAIbHBIX
JAHHBIX) - TIOJyYeHHE BO3MOXKHOCTH 3amycka Ha BBINOJIHEHHUE INTAaTHBIX KOMaH[, (GYHKIHUH,
OpoIEeyp ONEpAllMOHHONW CHUCTeMBbl (YHHYTOXXCHHUS, KONUPOBAHHS, TEpeMEUIeHus U T.I1.),
UCTIOJTHSEMBIX (aiinos MIPUKIIATHBIX MIPOrPaMM.
Joctyn K MHMOPMALMM — BO3MOXXHOCTH IONyYeHHs HWHPOPMALMHM W €€ HCIOJIH30BAHUS.
HUnentudgukanus - NPUCBOCHUE CYOBEKTaM M OOBEKTaM JIOCTyma uAcHTUUKaTOopa u (WIN)
CpaBHEHHE TPEABSIBISIEMOT0 HACHTH(GHUKATOpAa C TEPEeYHEeM IPHCBOCHHBIX HICHTU(UKATOPOB.
HNudopmanuonHasi cucreMa NePCOHATbHBIX JAHHBIX — COBOKYMHOCTH COJEpKaluxcs B 0azax
JAHHBIX TEPCOHAIBHBIX JAHHBIX M 00ECTICYMBAIOIINX UX 00pabOTKy MH(MOPMAIMOHHBIX TEXHOIOTUI
u TEXHUYECKUX CPEICTB.
Hcrounuk yrpo3nbl 6e30nacHocTH MHGOPMANMU — CYOBEKT JOCTYIA, MAaTePUATBHBIA OOBEKT WIH
dbuznyeckoe sBICHUE, SBISIONINECS TPUIMHON BOSHUKHOBEHUS YIPO3bl 6€30MacHOCTH WH(OPMAIIUY.
KonTposmmpyemasi 30Ha - 3TO MNPOCTPAHCTBO, B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUPYEMOE
npeObIBaHHE COTPYIHUKOB U MOCETHTENEH omepaTopa M MOCTOPOHHUX TPAHCIIOPTHBIX, TEXHUYECKUX
u UHBIX MaTepUaTbHBIX CPEJICTB.
HecaHKUMOHMPOBaHHBIN J0CTYN (HECAHKUMOHMPOBAHHBbIE JeiicTBHUA) — TOCTYN K MH(OpManuu
WIN JIeHCTBHS ¢ WHpOpMaNneH, Hapyarolye MpaBuiia pa3rpaHnueHHs JOCTyIa ¢ UCIIOJIb30BAHUEM
MITATHBIX CPEJICTB, MPEIOCTABISEMbIX WH()OPMALMOHHBIMU CHCTEMaMH TMEPCOHANBHBIX JTaHHBIX.
O0padoTKa nMepcOHANBHBIX JAHHBIX — JIF000€ JIeHCTBUE (ONepalys) WIM COBOKYITHOCTh JA€UCTBUN
(omepariuii), COBEpIIAEMBIX C HCIOIB30BAaHHEM CPEICTB aBTOMATH3allMKd WMIU 0€3 HCMOIh30BaHUS
TaKUX CPEJICTB C MEPCOHATBHBIMH JIaHHBIMH, BKJIFOUasi cOOp, 3aIKCh, CHCTEMAaTH3AINI0, HAKOIUICHHUE,
XpaHeHHe, yTOuHeHHe (OOHOBIIEHHE, W3MEHEHHE), U3BJCUeHHe, WCIOJIb30BaHUE, Iepenady
(pactipocTpaHeHue, TpeAOCTaBlieHHWe, JOCTyM), 0Oe3nuurBaHue, OJOKHWpOBaHUE, YHAJICHHE,
YHUUTOKEHUE MePCOHANTBHBIX JTAHHBIX.
Omneparop - rocylapCTBEHHbI OpraH, MYHUIMIAIbHBIN OpraH, IOpUAMYECKOE WU (PHU3UUYECKOe
JUIO, CaMOCTOSITEIFHO WM COBMECTHO C JAPYTUMH JIMIIAMHA OpraHu3yomue #  (WJIH)
OCYIIECTBIISIOMNE 00padOTKy TMEPCOHATBHBIX JAHHBIX, & TAKXKE OMPENEMIomue e o0padoTKu
MEPCOHANBHBIX JAaHHBIX, COCTaB IMEPCOHANBHBIX JIAaHHBIX, MOJJIEKANIMX OO0paboTKe, ACHCTBUS
(omeparmun), coBepIlIacMbIe c IepCOHATbHBIMHU JTAaHHBIMH.
IlepconanbHuble JaHHbIe — Jr00asgs WHGOpPMALUA, OTHOCSMIAACS K TMPSAMO WIM KOCBEHHO
OTIPENIETICHHOMY WJIM ormpezenseMoMy (uszndeckoMmy Uiy (CyOBEKTY MEpPCOHAIBHBIX JTaHHBIX).
IMoan30BaTesib HH(POPMANMOHHONH CHUCTEMbI MEPCOHAIBHBIX JAHHBIX — JIMIIO, YYacCTBYIOIIEE B
(GYHKIMOHUPOBAaHUN HWH(MOPMAIIMOHHOW CHCTEMBI TEPCOHATBHBIX JAHHBIX WM HCIOJB3YIOIIee



pe3yabTaThl ee (bYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHu4eHus J0CTYNA — COBOKYITHOCTh MPABUJI, PErJIaMEHTUPYIOIIMX MpaBa J0CTyMa

CyOBEKTOB JlocTyna K o0BbeKTaM JIOCTyTMa.
Pecypc mHpOPMAIIMOHHOM CHCTEMBI - UMCHOBAHHBIM 3JIEMEHT CUCTEMHOIO, MPHUKIAIHOIO WU
armapaTHoro obecrieueHus (hYHKIIMOHUPOBAHUS nH(bOpPMAITMOHHOM CHUCTEMBI.

CpeacTBa BbIYMCIHTEIbHOH TEXHUKH - COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX SJIEMEHTOB
cucteM 00pabOTKU JAaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITENIbHO UM B COCTAaBE APYTUX
CUCTEM.

Cy0bekT pnocryna (cy0ObeKT) - JUIO WIM HPOUECC, ACHUCTBUS KOTOPOTO PErIaMEHTHUPYIOTCS
npaBuIaMu pasrpaHuyeHus JocTymna.
Texnuyeckue cpeacrBa HH(OPMAIMOHHOW CHCTEMbl MEPCOHAJIbHBIX JaHHBIX - CpEICTBa
BBIUMCIUTEIFHON TEXHUKH, WH(POPMAIMOHHO-BBIUUCIUTEIbHBIC KOMIUIEKCHI M CETH, CPEICTBA U
CUCTeMBbl Iepelayu, MpHeMa U O00pabOTKM TNEePCOHAIBHBIX JaHHBIX (CpelcTBa M CUCTEMbI
3BYKO3aIllUCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOM3BEICHHS, IIEPErOBOPHBIE U  TEJICBU3HOHHBIC
YCTPOMCTBA, CPEICTBA U3TOTOBIICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U JAPyTrUe TEXHUUECKHUE CPEICTBA
00paboTKH peyeBoid, TpapuvecKor, BUICO- U OyKBEHHO-IH(PPOBOW WH(POPMAIIUHN), TPOrPAMMHBIC
cpeacTBa (onepanroHHbIe CUCTEMBI, CUCTEMBI YIIpaBieHHs 0a3aMu TaHHBIX U T.I1.), CPEACTBA 3aAIUTHI
uHpopMaIuu.

Yrpo3sl 06e30MacHOCTH MNEPCOHAJTbHBIX JAHHBIX — COBOKYIHOCTh YCJIOBUH U  (PaKTOpOB,
CO3/AIOIIMX OMNACHOCTh HECAaHKUMOHMPOBAHHOIO, B TOM YHCJIE CIy4alHOTo, JOCTyna K
NEPCOHAIBHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOTO MOXET CTaThb YHUYTOXKEHHE, H3MEHEHHE,
0JIOKMpPOBaHKE, KOIMPOBAHUE, PACTIPOCTPAHCHHUE MEPCOHATBHBIX JaHHBIX

Vazeumocrs HUCII/[In — HemocTarok widM cilaboe MecTO B CHUCTEMHOM WM IPHKIATHOM
porpaMMHOM (TIPOrpaMMHO-aIMapaTHOM) OOECIeYEeHNH aBTOMATU3UPOBAHHOW HMH(POPMALIMOHHOMN
CUCTEMBI, KOTOPOE MOKET OBITh HCHOJB30BAaHO JUIs peanu3anuu yrposbl OezomacHoctu [1/1H.

LenocTHoCTL HMH(OPMANMHU - COCTOSHUE HHGPOpPMAIMHU, MPU KOTOPOM OTCYTCTBYET Jt00oe ee
M3MEHEHUE JIM00 U3MEHEHUE OCYIIECTBISECTCSA TOJBKO MPETHAMEPEHHO CYOBhEKTaMU, UMEIOIUMH Ha
HEro Mpaso.

NEPEYEHb COKPAIIIEHU
ABIIO — anTHBHpYCHOI POrpaMMHOE oOecTiedeHne
APM — aBTOMaTHU3MpOBaHHOE pabouee MECTO
NCTIIH — nHdopMaloHHast cucTeMa IMepCOHATBHBIX TAHHBIX
JIBC — niokanpHasi BRIYMCIUTENbHAS CETh
HCJI — HecaHKIIMOHMPOBAHHBIN JOCTYII
OC — oneparmoHHas cucrema
IT/1H — nepcoHaNbHBIE JaHHbIE
I1O — nporpamMmmHOe obecrieueHne
C3U — cpencTBa 3auThl HHGOPMAITUH
C3I1du — cuctemMa (moacucTeMa) 3alUThl IEPCOHATBHBIX JAHHBIX
TKY U — rexHrveckre KaHaIbl yTeUKr HH(POpMALU

VBI1IH — yrpo3b1 6€301MacHOCTH TIEPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosmas [Tonutuka nadopmanronnoi 6ezonacuoctu (nanee [lomutuka) 'BOY COI Ne5
r. Cenpann (manee Oneparop), pazpaboTaHa B COOTBETCTBUU C IICNISIMHU, 33/1a4aMH W MPUHIIUTIAMHA
oOecrieyeHHs: OE30MACHOCTH MEPCOHATBHBIX JJAHHBIX.

[TonuTuka pa3paboTaHa B COOTBETCTBHH C TPEOOBAaHUSAMH HOPMATHBHBIX JJOKYMEHTOB:

- ®enepanpHoro 3akoHa ot 27 uwoisg 2006 r. Ne 152-03 «O mnepcoHalbHBIX JaHHBIX» (B
pen.29.07.2017 r.);

- [TocranoBnenus IlpaBurenscrBa «O0 yTBep)ACHUM TPEOOBAHWUN K 3alUTE MEPCOHATBHBIX
JAHHBIX TIPH UX 00paboTKe B MH(GOPMAITMOHHBIX CHCTEMaXx MepCcoOHaIbHBIX HaHHBIX» OoT 01.11.2012r.
Nel119;

- [Tpukaza «OO0 yTBEp)KIEHUM COCTaBa U COAEPKaHMsI OPraHU3aLMOHHBIX M TEXHUYECKHX Mep
1o obecrneyeHnto Oe30MaCHOCTH NMEPCOHANIBHBIX JAaHHBIX NPU UX 00paboTKe B MH(POPMALMOHHBIX
cucTeMax NepCOHaNbHBIX AJaHHBIX» OT 18 deBpans 2013 r. DCTIK N 21.

B Tlonmutuke ompenenensl TpeOoBanus Kk mnepcoHany MCII/H, crerneHb OTBETCTBEHHOCTH
MepCcoHalla, CTPYKTypa M HEOOXOIUMBIN YpOBEHb 3alllMIEHHOCTH, CTaTyC M JOJDKHOCTHBIC
00513aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecreueHrne 0Ee30MacHOCTH MEePCOHATBHBIX JTaHHBIX
B UCII[n I'BOY COII Ne5 r. Cezpanu.

1. O0umme moJ0KeHus

Henpro Hactosmein Ilomutuku sBisercs oOecrnedeHue 0€30ImaCHOCTH OOBEKTOB 3alUThHI
OrnepaTopa OT BCeX BHUJIOB yrpo3, BHEHIHUX U BHYTPEHHUX, YMBIIUJICHHBIX W HENMPEIHAMEPEHHBIX,
MUHUMU3AKUS yiepoa oT BO3MOKHOH peanu3zaruu Y BI1JIH.

Mepsl o obecrieueHn0 0€30MaCHOCTU MEPCOHAIBHBIX JAHHBIX MPUHUMAIOTCS Ul 3al{UThI
IIEPCOHAIBHBIX JaHHBIX OT HENPAaBOMEPHOIO WM CIy4alHOro JOCTyna K HHUM, YHUYTO)KECHHS,
U3MEHEHUs, OJOKHpPOBAHMS, KOIMPOBAaHUS, IPEAOCTABICHUS, PAaCHPOCTPAHEHUS MEPCOHAIBHBIX
JAHHBIX, a TAKXKE OT MHBIX HEIIPAaBOMEPHBIX JACUCTBUI B OTHOLIEHUN NIEPCOHAJIBHBIX JaHHbIX.

WNudpopmaninsg u cBA3aHHBIE C HEW pecypchbl JODKHBI OBITh JOCTYIHBI JJI1 aBTOPHU30BAHHBIX
nojb3oBarenei. JlOMKHO OCYyLIECTBISATHCS CBOEBPEMEHHOE OOHApYXKEHHE U pearupoBaHHE Ha
VYBII/IH.

I[OJ'DKHO OCYHICCTBIIATLCA MPEAOTBPALNICHUC ITPEAHAMCPCHHBIX WJIU CJ'Iy‘-IElfIHHX, HaCTUYHBIX
WJIN TTOJIHBIX HECCAHKIITMOHHUPOBAHHBIX MOI[I/I(i)I/IKaIII/II\/'I HJIN YHUUYTOXCHUA JaHHBIX.

2.00JacTh aeicTBud

TpeboBanus Hacrosiueid [lomuTHkM pacnpocTpaHsiOTcs Ha Bcex coTpyaHHKoB Omeparopa
(IITAaTHBIX, BPEMEHHBIX, paOOTAIOLINX 110 KOHTPAKTY U T.II.), @ TAKXKe BCEX MPOYMUX JIHI (TOAPSAUNKH,
ayJUTOPHI U T.I1.).

3. Cucrema 3alIMTHhI NEPCOHAIBHBIX TaHHBIX
Cucrema 3amuthl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs HA OCHOBaHUM:
- IIEPEYHS NIEPCOHANIBHBIX JAHHBIX;
- YaCTHOM MOJIENIN aKTyaJIbHBIX YTPO3 U BEPOATHOTO HAPYLLIUTEIS;
- [0JIO’KEHHUS O pa3rpaHUYEHUH MPaB JAOCTYIA K IEPCOHANBHBIM JIaHHBIM;

- HopMaTuBHBIX JOKyMEHTOB @CTIOK u ®Cb Poccum.
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Ha ocHOBaHMU 3THX JOKYMEHTOB OIpeeNsieTcss HeOOXOAMMBbIN ypoBeHb 3autumeHHocTH [1/1H
kaxaoit UCIIAa Omnepatopa. Ha ocHoBaHMm aHanmm3a akTyaldbHBIX yrpo3 OeszomacHoctH [1/1H
OonucaHHOro B YacTHOM MOJENM akTyaJIbHBIX YIPO3 M BEPOSATHOIO HAPYIIMUTENSA, JENACTCS
3aKJIIOYEHHE O HEeoOXOAMMOCTH HCIIOJIb30BaHUs TEXHMYECKHX CpPEICTB U OpPraHU3alMOHHBIX
MmeponpusTHid ans obecriedeHus: OezomacHoctu I1/[H. BriOpanHbie HE0OXOAWMBIE MEPOIPHITHS
oTpaxatrorcst B [lnaHe meponpusaTHii O BHYTPEHHEMY KOHTPOJIO 3a COOJIIOAEHHEM 0e30MacHOCTH
[EPCOHAIbHBIX JaHHbIX.

OpranuzanvoHHbIe MEPONPUITUS JOJKHBI BKIIIOYATh:
- MIPaBOBOE OCHOBAHME ISl cOOpa MEPCOHABHBIX JaHHBIX;
- orpeziesieHue OTBETCTBEHHBIX JIMIL 32 COOI0ICHHEM Mep 0€30MacHOCTH;
- 3alIUTy NEPCOHANIBHBIX JaHHBIX, 00pabaThiBaeMbIX 0€3 CpEACTB aBTOMATH3AIUY;
- 3alUTy NEPCOHANBHBIX JaHHBIX, 00pabaThIBaEMbIX C IPUMEHEHHEM CPEJICTB aBTOMATHU3AIIHH;
- 3alUTy OOBEKTOB OT XUIICHHUS;
— 3alUTy CHhEMHBIX HAKOIMUTENEH, COJIepKaIINX EePCOHANIbHBIE TAaHHBIE;
— BOIPOCHI YHUUYTOKEHUS IEPCOHANIbHBIX JaHHbBIX.

B 3aBucumoctu ot ypoBHa 3amuuieHHoctd VCII[AH u aktyanbHbix yrpo3, C3IIJIH moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- 3alUThl OT HECAHKLIMOHUPOBAHHOTO JOCTYIA K [IEPCOHAILHBIM JaHHBIM;
- AQHTUBHUPYCHOM 3aIIUTHI JUIsl pab0OUMX CTAHIIUN MOJIb30BATENICH U CEPBEPOB;
- MEKCETEBOI0 IKPAHUPOBAHMS;

- 0OHapyXeHHs BTOP)KEHU;

- KOHTPOJISI 3aIMIIEHHOCTH IEPCOHATIbHBIX TaHHBIX;

- Kpuntorpaduueckoil 3ammTsel WHGOpMaLKMK, NP MepeAaye 3aluinaeMold MHGOpMaluu Mo
KaHajaMm CBSI3U;

— 3alIUThI CPEIbl BUPTYATU3ALINH;
— 3anuThl oT yreuku no TKYH.

3.1. TpebdoBanus k nogcucremam C3I1In
C3I11 MOXeT BKJIOUaTh B ce0s CIEIYIOIINE MTOICUCTEMBI:

- Wnentudukanyu 1 ayreHTHGUKAIUN cyOBEKTOB A0CTyNa U 00bekToB Aoctyna. I[Toncucrema
o0ecrieunBaeT MPUCBOEHHE CyObeKTaM M 00BEKTaM JIOCTyHa YHMKaJbHOIO  IMpU3HAKa
(uneHTUUKaTOpPa), CpPaBHEHUE NMPEABSIBISIEMOT0 CyObeKTOM (00BEKTOM) JOCTyNa UIEHTU(UKATOpPA C
IepeYHeM TPUCBOEHHBIX HIACHTU(GHUKATOPOB, a TAKKe IPOBEPKY MPHHAUICKHOCTH CYOBEKTY
(00BeKTY) nocTyna NpeabsBICHHOIO UM HAeHTU(UKATOpa (IOATBEPKIEHUE MTOIJIMHHOCTH).

- VYnpasieHus J0CTynoM cyOBbeKTOB J0CTymna K o0bekTaM foctyna. [loacucrema obecieunBaer
ylpaBJIeHUEe MpaBaMU U TPUBWIETHAMU CYOBEKTOB JOCTYIA, pa3rpaHHuYEHHE JOCTyNa CyObEKTOB
JocTyna K OObEeKTaM J0CTyla Ha OCHOBE COBOKYITHOCTH YCTAHOBJIEHHBIX B HH(OPMAIMOHHOM
cUCTeME MpaBWI pa3TpaHUYEeHUs JOCTYIa, a TaKKe 00eCreuyruBaeT KOHTPOJIb 32 COOMIOJICHUEM ITHUX
IpaBUII

- Or PAHUYUCHUA HpOFpaMMHOﬁ CpCabl. IToacucrema obecnieuynBaeT YCTAHOBKY U (I/IJ'II/I) 3aIlyCK
TOJIBKO pa3pClICHHOI'0 K UCIIOJIb30BAHHUIO B I/IH(bOpMaI_II/IOHHOI\;I CUCTCMC ITPOTPAMMHOIO obecnieueHUs
WM HCKIII0OYaThb BO3MOXHOCTH YCTAHOBKH H (I/IJ'II/I) 3aIyCKa 3allpCIi€HHOro K HCIOJb30BAaHUIO B



UH(POPMALIMOHHOM CUCTEME IMPOTrPAMMHOT0 00ECTICYeHUS

- Peructparuu coosiTuii 6e3omacHoctu. [loacucrema obecreunBaet cO0p, 3aMuch, XpaHEHNE H
3amuTy HWHPOPMAIMU O COOBITHSAX Oe30macHOCTH B HMH(DOPMAIIMOHHOW CHCTEME, a TaKXKe
BO3MOXHOCTh IPOCMOTPA U aHaIHM3a WHPOPMAIIMU O TAKUX COOBITHSIX U pearupoBaHHE Ha HUX.

— AnTtuBupycHo# 3amuthl. [loacucrema oOecneurmBaeT OOHapyKeHHE B WH(OPMAIMOHHON
CHCTEME KOMIBIOTEPHBIX MPOrpaMM JHOO0 MHOH KOMIBIOTEpHOW HMH(OpMAINH, MperHa3HaueHHON
JUIs  HECAaHKLIMOHUPOBAHHOI'O YHMYTOXKEHHUS, OJIOKUPOBaHMs, MOAM(UKALNK, KOIMPOBAHUSA
KOMITBIOTEPHON WHGPOpPMALMK WM HEUTpamu3ald CpEACTB 3allUThl HMH(GOpMAIMM, a TaKKe
pearrupoBaHue Ha OOHapy>KEHUE ITHX MPOrpaMM M HH(OPMALIHH.

- Oo6napyxenus (mpenoTBpaineHusi) BropkeHuil. [lomcucrema obecrieunBaeT OOHApy)EHUE
neiicTBuii B MH(GOPMAIMOHHON CHCTEMe, HANpaBJICHHBIX Ha HECAaHKUMOHHWPOBAHHBIA JOCTYN K
UHpOpMaLMK, CleNUalIbHble BO3AECHCTBUS HA MH(GOPMALMOHHYIO CHCTeMY U (WJIM) MEepCOHAJIbHbIE
JTAaHHBIE B IEJISX J0ObIBaHUS, YHUUYTOXKECHUS, UCKAKEHUS U OJIOKHMPOBAHUS JJOCTYIA K MEPCOHATIBHBIM
JlaHHBIM, a TAK)K€ PEarupoOBaHUE Ha OTU ACUCTBHS.

- KoHnTpons (aHanu3a) 3alUILEHHOCTH NEPCOHANBbHBIX HaHHBIX. [loxcucrema obecreunBaer
KOHTPOJIb YPOBHSI 3aIIUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX, 00pabaThiBaeMbIX B WH(OPMAIMOHHON
CUCTEME, IIyT€M IIPOBEIEHUS CHCTEMAaTUYECKUX MEPONPHUATHM 110 aHaIu3y 3allULICHHOCTH
UH(POPMALIMOHHON CHCTEMBI U TECTUPOBAHUIO PAOOTOCTIOCOOHOCTH CHCTEMBI 3aIIUTHI TIEPCOHAITBHBIX
JAaHHBIX.

- OOGecnieyeHus: 1ETOCTHOCTH HMH(POPMAIIMOHHON CHUCTEMBl U TEPCOHAIBHBIX JaHHBIX.
IMoncucrema  obecrieunBaeT  OOHapykeHHe  (DAaKTOB  HECAHKIMOHUPOBAHHOTO  HAPYIICHUS
IEJIOCTHOCTU MH(POPMAIIIOHHON CHCTEMbI U COJCPIKAIIMXCS B HEl EPCOHATIBHBIX JTAaHHBIX, a TaKKe
BO3MOXXHOCTBh BOCCTAaHOBJICHH A HH(i)OpMaHHOHHOﬁ CHUCTCMBI U COACPIKAIINXCS B HeH NEPpCOHAJIBbHBIX
JTAHHBIX.

- ObecnieueHust  JOCTYITHOCTH  TEPCOHANBHBIX  JaHHBIX. llogcuerema — oOecrieunBaeT
AaBTOPU30BAaHHBIN JOCTYN MOJIb30BaTeNEH, UMEIOIIMX MpaBa Mo JOCTYIY, K IE€PCOHAIbHBIM JITaHHBIM,
cojepkalMMcs B MHPOPMALIMOHHOM cHucTeMe, B INTaTHOM peXuMe (YHKIHOHUPOBAHUS
MH(OPMaLIMOHHON CUCTEMBI.

- 3amuTel cpenbl BUpTyanu3auuu. [loacucrema MCKIIIOUaeT HECAaHKIIMOHUPOBAHHBIN JOCTYI K
NEpCOHAIBHBIM JIaHHBIM, 00pabaThiBA€MbIM B BHUPTYalIbHON WHQPACTPYKTYpe, U K KOMIIOHEHTaM
BUPTYaIbHON MHQPACTPYKTYpPHI U (UJIM) BO3AEHCTBHE HA HUX, B TOM YHUCIIE K CPEJICTBAM YIpPaBICHUS
BUPTYaJIbHOH HMHQPACTPYKTYPOH, MOHHMTOPY BHUPTYaJbHBIX MalIMH (TUIEPBU30ODPY), CHCTEME
XpaHEHUsl JAHHBIX (BKJIIOYas CUCTEMY XpaHEHHUsi 0o0pa30B BHUPTYaJbHOW HMH(QPACTPYKTYpHhl), CETU
nepefayd JAaHHBIX 4yepe3 DJIEMEHThl BUPTYaJIbHOM MM (U3NYECKON HMHPPACTPYKTYpPbI, TOCTEBBHIM
OTIEpPAIlMOHHBIM CUCTEMAaM, BUPTyaJIbHBIM MalllHaM (KOHTEWHEepaMm), CUCTEME U CETH peIUIMKallUH,
TEPMHUHAJIBHBIM M BHUPTYaJbHBIM YCTPONCTBaM, a TaK)KE€ CHCTEME DPE3EPBHOIO KOIMPOBAHUA U
CO3/1aBaEMBbIM €10 KOIIHSIM.

- 3amuTel TeXHUYeCKuX cpelcTB. [loacucreMa MCKIOYaeT HECAHKIIMOHUPOBAHHBIM JOCTYI K
CTallMOHAPHBIM TEXHUYECKUM CpEICTBaM, 00pabaThIBAIOIIMM IEPCOHAJIbHBIE JaHHBIE, CPEICTBAM,
oOecneunBaromuM (yHKIIMOHHUPOBAHNE HH(POPMALIMOHHOM CUCTEMBI (J1aee - cpelicTBa 00ecredeHus
(GYHKIIMOHUPOBAHUS), U B MOMEIIEHUS, B KOTOPbIX OHU MOCTOSHHO PAaCIOJIOKEHBI, 00eCIeYrBacT
3aIIUTY TEXHUYECKUX CPEICTB OT BHEIIHUX BO3ACUCTBUM, a TAKXKE 3alUTy NEPCOHAIBHBIX JAHHBIX,
IPEJICTABICHHBIX B BUJI€ MHPOPMATUBHBIX 3JIEKTPUUECKUX CUTHAIOB U (PU3MUYECKUX MOJEH.

- 3ammTel MHQOPMAIIMOHHONW CHCTEMBI, €€ CPEICTB, CHUCTEM CBA3M M Mepedayd JaHHBIX.
[Toncucrema obecrieunBaeT 3alIUTy NEPCOHATBHBIX JTAHHBIX IPU B3aUMOJCHCTBUN MHPOPMAITMOHHON
CUCTEMbl MWJIM €€ OTACIbHBIX CETMEHTOB C HWHBIMM HWH(GOPMAlMOHHBIMU CHCTEMaMH U
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIMU  CETMH  TOCPEACTBOM TPHUMEHEHHS] apXUTEKTYpPbI
MH(OPMaLIMOHHON CHCTEMBI U MPOEKTHBIX PEIlIeHUH, HAallpaBJIEHHbIX Ha oOecrieueHne 6e30MacHOCTH



NEPCOHATIbHBIX NaHHBIX.

- BrisiBieHust MHIMIEHTOB U pearupoBaHuio Ha HUX. [loacucrema obecrieunBaeT 0OHapyKeHUE,
uACHTH(HUKAINIO, aHAIN3 MHIMICHTOB B MH()DOPMAIIMOHHOW CHCTEME, a TaKXKe MPHUHITHE MEp IO
YCTPAaHEHUIO U MPEAYIPEKICHUIO UHIUIECHTOB.

- YrupaBnenus KoHpuUrypanueld WHQPOPMAIMOHHON CHUCTEMBI W CHCTEMOW  3alIUThI
MEPCOHANBHBIX JaHHBIX. [lojcucremMa oOecreyuBaeT yIpaBICHHE W3MEHCHHUSMH KOH(HTyparuu
UH(GOPMALIMOHHON CHCTEMBbI M CHUCTEMbI 3aIIUTHI MEPCOHANBHBIX AAHHBIX, aHAJTU3 MOTEHIHAIBHOTO
BO3/ICHCTBUS IUIAHUPYEMBIX M3MEHEHHU Ha oOecreueHue 0e30MacHOCTH MEPCOHATBHBIX JNaHHBIX, a
TaK)Xe TOKYMEHTUPOBAHUE 3TUX U3MEHEHUH.

3.2. Ioan3oBateau UCII/In

B UCITn OnepaTopa MOKHO BBIJIEIUTD CIEAYIOLIUE TPYIIIHI [I0JIb30BaTENEH, yUaCTBYIOIIHNX
B 00paboTke u xpanenunu [1J]H:

- agmunuctpaTopsl 6e3omacnoctu UCITdH;
- nosb3oBatenu UCIT/IH;
- CHUCTEMHBIE aJIMUHUCTPATOPHI.

JlanHBle O rpynmax IOJb30BaTelIel, YPOBHE HMX JIOCTyNa U WHPOPMHUPOBAHHOCTU JIOJDKEH
ObITh OTpakeH B [lonoskeHnn 0 pa3rpaHUYeHHH MPaB IOCTYIA K NEPCOHAIBHBIM JIaHHBIM.

Anmunuctpatopsl 6ezonacHoctu ICIH:

AnmuHucCTpaTopoM  0O€30macHOCTM  sIBISIeTCS  INTaTHBIA — coTpyauHuk  Omeparopa,
OTBETCTBEHHBIH 3a PpyHkimonupoBanue C3I1/IH, HazHavaeTcs npuka3zom Jupekropa.

AJMHHHCTpATOP 0€30MaCHOCTH 00JIaIaeT CIACIYIOIINM YPOBHEM JIOCTYIIA U 3HAHUM:
- obnanaer npaBamu aamuHuctpatopa UCII/1H;
- obnanaeT oo uHpopmarueit 06 UCITH;

- UMEEeT JIOCTYI K CPEe/ICTBAM 3alllUThl HHPOPMAILIUK U MPOTOKOIUPOBAHUS M K YACTH KIIFOUEBBIX
anemenToB UCII/H;

- HE MMEET IpaB JI0CTyNa K KOH(PUTYPUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a UCKIIOUYEHUEM
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AI[MI/IHI/ICTpaTOp 0e30IMacHOCTH YIIOJIHOMOYCH:

- pean30BbIBaTh MOJIUTUKH Oe30macHOCTH B yacTH HacTpoiiku CK3W, MexceTeBbIX SKpaHOB U
CUCTEM OOHApy’>KEHHUsl aTakK, B COOTBETCTBMM C KOTOPBIMM I0JI30BATEIb IOJIY4aeT BO3MOXKHOCTh
pabotats ¢ anementamu UCII/IH;

- OCYIICCTBJIATL ayAUT CPCACTB 3alIUThI;

- YCTaHABJIMBATL JOBCPHUTCIBHBIC OTHOLICHUSA CBOCH SaHII/IHIeHHOfI CCTU C JJpyrumu
3allIUIIICHHBIMU CECTAMM.

[TonwzoBarens UCITIH

ITonp3oBarenem MCII[AH sBisercss mratHbld cOTpyaHUK OrepaTopa, OCYIIECTBIISIOMIMI
obpabotky I1/In. O6pabotka I1/IH BKiIrOUaeT: BO3MOKHOCTh pocMmoTpa [1/IH, pyunoii BBox I1/IH B
cucremy UCII[IH, ¢dopmupoBanue crnpaBoK M OTYeTOB 1o MHopMmarmu, nomydeHHo nz MCIII.
[Tonp30BaTen, HE WMEET MOJHOMOYMH ISl YHpaBJiCHUs MOJCHCTeMaMH OOpaOOTKH JaHHBIX WU
C3I1/H.

[Tonb3oBarens MCII/H obnamgaer cieayromuM YpoBHEM JIOCTYIIA U 3HAHU:



- oOnagaer BceMH HEOOXOAMMBIMHM aTpuOyTamu (Hampumep, mnaposieM), 00ecrneunBaloNIMMU
JIOCTYN K HEKOTOPOMY NMOAMHOKecTBY [1/1H;

- pacrionaraeT KOH(UICHINAIBHBIMU JaHHBIMHU, K KOTOPBIM HMEET JIOCTYII.
CucreMHbIe aIMUHUCTPATOPBL:

CHCTEeMHBIM aJIMUHUCTPATOPOM MOXKET OBITh IITaTHBIH cOoTpyaHHK Oreparopa WM JHUIA
CTOPOHHUX OpI‘aHI/I3aL[I/II\/JI, OCYWICCTBIAIOIINX CBOH q)YHKI_[I/II/I Ha OCHOBAaHMHU JABYXCTOPOHHCTO
noroopa. CHCTEMHBIH aJIMUHHCTPATOp HE WMEET IMOJHOMOYMWH JUIsl YIpaBJICHUS TOACHCTEMAaMU
00pabOTKH JaHHBIX U OE30MACHOCTH.

CucreMHBIN aIMUHUCTPATOP 00Ia1aeT CASAYIOIUM YPOBHEM JIOCTYIIA M 3HAHUIA:

- o0nagaer 4acTeio MHGOPMALMK O CUCTEMHOM M MPHUKIAAHOM IPOTPaMMHOM OOECII€YCHUU
NCIOx;

- o0ranaer yacThio HH(OPMALIUU O TEXHHUUECKUX cpeacTBax U KoHpurypauuu UCIT/IH;

- uMeeT PU3NYECKUI JOCTYI K TEXHUYECKUM CpeficTBaM 00paboTKu HHGOPMAIUU U CPeICTBaM
3aIlUTHI,

- 3HAcCT, 110 MEHBIIICH MCPE, OAHO JICTAJIbHOC UM JOCTYyIIA.

3.3. Tpeb6oBanus k nepcoHasy no ovecnevyeHuro 3amuthbl [11xH

Bce corpynnuku Onepartopa, sBistoniuecs noaszoBatensmu UCIIJIH, 10IKHBI 4eTKO 3HATh U
CTPOTO BBIMIOJIHATH YCTAHOBJICHHBIC MTPABWIIA ¥ O0S3aHHOCTH IO JIOCTYITY K 3aIlUIIAeMbIM 00bEKTaM
U COOJIIO/ICHUIO IPUHATOrO pekuMa 6e3omnacuoctu [1/1H.

IIpn BCTyluleHMM B JOJDKHOCTB HOBOTO COTPYJHMKA 3aMECTHUTENb Jupekropa no YBP,
KypUpYIOIIUN HampaBieHHe padoThI JJAHHOTO COTPYJIHHKA, 00si3aH OpPraHM30BaTh €ro
O3HAKOMJIEHHE  C  JOJDKHOCTHOM  MHCTpYyKIMEH U HEOOXOJUMBIMU  JIOKYMEHTAMHU,
peraamMeHTupyrmuMu TpeboBanus no 3ammre [1/IH, a Takxke oOyueHUE HaBBIKAM BBIMOJIHEHUS
npoieyp, HeOOXOAUMBIX JUIsl CAHKIIMOHUPOBaHHOTO Hcnoiib3oBanust UCIIIH.

CoTpyIHUK JOJDKEH OBITh O3HAKOMJIEH CO CBEIEHUSAMH HacTosmied [lomuTuku, MpUHATHIX
nporueayp padots ¢ anementamu UCIIn u C3I11H.

Cotpyanuku Oneparopa, UCIOIb3YIOIINE TEXHUYECKHE CPECTBA ayTeHTU(PUKALINH, JOTKHbI
o0ecreunBaTh COXPaHHOCTh UIEHTH(PHUKATOPOB (ANIEKTPOHHBIX Kitoueil) u He gonyckats HCJI k HuM,
a Tak € BO3MOXXHOCTb WX YTE€PH WJIM HCIIOJIb30BaHMs TpeTbUMHU Juuamu. [lonb3oBarenu HecyT
[EPCOHAIBbHYIO OTBETCTBEHHOCTh 3a COXPAHHOCTb UIEHTU(PHUKATOPOB.

Cotpynnuku OnepaTopa AOMKHBI CIEAOBaTh YCTAHOBJICHHBIM IPOIEAYypaM TMOIEPKaHM
pexxuma OezomacHoctd [IJIH mpu BBHIOOpE W HCMONB30BAaHUM Maposiei (ecau He MCIONb3YITCS
TEXHUYECKUE CPE/ICTBA AyTEHTU(DHUKALIUHN).

Cotpynnuku OrmepaTopa OOMKHBI O0ECHEYMBATh HAJUICKAIIYIO 3alIUTy O000pYHAOBaHUSA,
OCTaBJIsIeMOro 0e3 MPUCMOTPa, OCOOEHHO B TEX CydYasX, KOrJa B IOMEIICHHWE WMEIOT JIOCTYII
MOCTOPOHHHUE IuIla. Bce mosip3oBaTenu AOMKHBI 3HATh TpeboBaHus mo OezomacHoctu [1IH u
MIPOIIEYPHI 3aIUTHl 000PYI0BaHMSI, OCTABICHHOTO 0€3 MPUCMOTPa, a TaKK€ CBOM OOSI3aHHOCTHU TI0
00ecCrneveHnI0 TaKO! 3alHThI.

CoTpynHHKaM 3arpeliaeTcss YCTaHABIMBATh ITOCTOPOHHEE TPOTpaMMHOE oOecrieueHue,
MOJIKIIIOYaTh JIMYHbIE MOOWJIBHBIE YCTPOWCTBA M HOCUTENH MH(POPMAIUH, a TaK ke 3alUChIBaTh Ha
HUX 3alUIaeMyr0 HHGOPMAIIHIO.

CoTpyaHHKaM 3ampelniaeTcsl pasriamarh 3aluiiaeMyro UHGOpMaIuioo, KOTopas crajla UM
M3BECTHA NIpH padboTte ¢ nHpopMarmoOHHEIMH cucTeMamu Onieparopa, TPETbUM JIUIIAM.

[Tpu pabote ¢ I1Jn B UCII/In cotpynnuku OnepaTopa 00s3aHbI 00ECIEUUTh OTCYTCTBUE
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BO3MOXXHOCTH npocMmoTpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM nim tepmMuHaos.

ITpu 3aBepmiennu padotsl ¢ UCII/IH coTpyaauku 00s3aHbI 3auTHTh APM MiIu TepMHHAIIBI C
MOMOIIBIO0 OJOKUPOBKH KJIFOUOM HJIM SKBUBAJIEHTHOTO CPEICTBA KOHTPOJIS, HAIIPUMEP, JOCTYIIOM 10
MapoJIio0, €CIM HE UCIOJIb3YIOTCS O0siee CUIbHbIE CPEICTBA 3AIUTHI.

Corpynuuku Omeparopa JOKHBI OBITH HPOMH(GOPMUPOBAaHBI 00 yrpo3ax HapyUICHHUs
pexxuma OesonacHoctd [IJIH m OTBETCTBEHHOCTHM 3a ero HapymeHue. OHU  JIOJDKHBI  OBITh
03HAKOMJICHBI C YTBEPKIECHHOW (POPMAIBHOMN MPOIeypOil HAIOXKEHUS TUCITUTUTMHAPHBIX B3BICKAHUIN
Ha COTPYJHHUKOB, KOTOPbIE HAPYILIWINA IPUHATHIE MOJIUTUKY U Ipoueypsl 6e3onacHocty I1/1H.

CotpynHuku o00s3aHBl  0€3 TPOMEUICHUs CcOoo0marh 000 BCEX HaOIOaeMbIX WU
noA03puTeNbHbIX ciaydasx padotel MCII{H, mMorymux moBiedb 3a cO0OW yrpo3bl 0€30MacHOCTH
[T, a Taxxe O BBIABICHHBIX UMM COOBITHSX, 3aTparuBaronux Oe3omacHocTh [1JIH, pyKOBOICTBY
NoJipa3fielieHusl U JIMIly, OTBEYAIOIIEMY 3a HEMEIUIEHHOE pearrpoBaHHe Ha YIrpo3bl 0€30MacHOCTH
I/1H.

3.4. OTBeTCTBEHHOCTH COTPYIHUKOB

B cootBercTBuM co cT. 24 DenepanpHoro 3akoHa Poccuiickoit ®enepaunu ot 27 utons 2006
r. No 152-®3 «O mnepcoHanbHBIX AaHHBIX» (pen.29.07.2017 r.) nuua, BUHOBHBIE B HapYIICHUU
TpeOoBaHuii  panHoro  @enepanbHOrO  3aKOHA,  HECYT  TIPaXKJAaHCKYI0,  YIOJOBHYIO,
aJMMHHMCTPATUBHYIO, JUCLUIUIMHAPHYIO W  HUHYIO [PEAYCMOTPEHHYIO  3aKOHOJATEIbCTBOM
Poccuiickoit denepaiiuu 0TBETCTBEHHOCTb.

JleiicTByrolee 3aKOHOAATENHLCTBO PD 1MO3BOMISIET MPEIBSIBISITh TPEOOBAHUS TI0 00SCTICUCHUTO
Oe3omacHON paboThl ¢ 3amMInaeMoil MHQpOpMaNMeid W TpeaycMaTpUBAeT OTBETCTBEHHOCTh 3a
HapylIeHWE YCTAHOBJIEHHBIX IpaBui 3Kciulyaraunuun OBM u cucrem, HenmpaBOMEpHBIM JOCTYyH K
uH(bOpMallMK, €CIAM OSTH JEHCTBUS MPUBEIM K YHUYTOXXEHUIO, OJIIOKMPOBAHMIO, MoJU(UKamu
UH(OPMALIUU WK HapyIIeHuto padoTel OBM wmim cereit (ctateu 272,273 u 274 YK PO).

AI[MI/IHI/ICTpaTOpBI 0€e30macHOCTH I/ICHHH HECYT OTBCTCTBCHHOCTL 34 BCC ﬂeﬁCTBHH,
COBCPHICHHBIC OT MMCHU HUX YYCTHBIX 3aIMCeil WM CHCTEMHBIX YUYCTHBIX 3aHI/ICGI71, €CJIM HC JOKa3aH
(1)aKT HCECAHKINUOHUPOBAHHOI'O UCIIOJIb30BAHU YUCTHBIX 3arnucen.

[Tpu Hapymenusix corpynnukamu Omnepatopa — nonb3oBareneit UCIIJIH npaBui, cBsS3aHHBIX
¢ OesomacHocThio IIJ[H, OHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO JEHCTBYIOIIUM
3aKoHOAarenbCcTBOM Poccuiickoit denepanumn.
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